(5 AR

HFHEAIMPSIHIY

Hang shao
2022 .5.31

EEY



—

2K () A&

* MPSI (OT)

* TR (ZMBETEERMITE-FINREGFR) )

* TR (REXKEMNENLZEITE-RSR (FEFR) )

* 7223 ( Scalable Multi—Party Private Set—Intersection—2017 )




MPS] [ &R

HBIMPSI W3R 2 5K F 2F ) 2545 AN .

E BTG

i
2
R
HN
Z
1%



MPS' @Iﬁllﬁﬂﬂﬁ

Efficient private matching and set intersection—2004 , %’)}’ZTE&I\/IPSI

#3275 psI MAMSR

i {5 THHE fgeoy il A [P % 5 )
faET HAh fREH HAh

SCEk[63] O(tni) O(tni) O(tk) O(tk) Fipsk  OPRF+OT ER
SCAR[63] tnl) O(nd) Otk) O(k) i@ OPRF+OT B
SCER[46] Nind) O(nd) O(tnlogn) O(n) EE OPE+HE ER
SCHR[84] O(tnik) O(tnik) O(tnik) Otnik) ey sk BF+OT ER
SCEK[84] O(log(t)nik) O(log(f)nik) O(tnik) O(tnik) ok 2 i s BF+OT ER
WEk[61]  O(mk(log(nk)ytk))  O(tmk(log(nk)+k))  O(tmk(log(nk)+k))  O(tnk(log(nk)+k)) BB BF+OT ER
SCHK[74] O(tnd) O(nik) O(tnl) O(nik) dfst OPRFHOT B RLME

[63]. Practical Multi—Party Private Set Intersection from Symmetric—Key Techniques—2017
[46]. Scalable Multi—Party Private Set—Intersection—2017

[84]. Efficient scalable multiparty private set—intersection via garbled Bloom filters—2018
[61]. PSImple: Practical Multiparty Maliciously—Secure Private Set Intersection—2021
[74]. Efficient Scalable Multi—Party Private Set Intersection Using Oblivious PRF—2021

[1]. Efficient Linear Multiparty PS| and Extensions to Circuit/Quorum PSI
[2]. Simple, Fast Malicious Multiparty Private Set Intersection—2021



MPS' @lﬁllﬁﬂﬂli‘i
" Zero—Sharing OUR MULTI-PARTY P3I
) OPPRF X € intersection > 0 .x Sha(x); H :
G020 ?‘!" p——
i 5
OFPRF -n—-ﬁ{'""ﬂf ‘ hi—‘b OPPRE
I
e ; L @
o o . | L s () gy

» Choose /), be a Leader OFFRF
« Other party !, creates point {x, sh;) |
« [ and [ invoke OFPRF

s [F P | —
Fo gets sh; when Jquelying omn x :[I. .‘ihi['l’}}

» ¥ 1n intersection if &43; sh; = 0 o

e
b B,

[63]: Practical Multi—Party Private Set Intersection from Symmetric—Key Techniques



MPSI

* Zero—Sharing

» All parties hold same item ©

=> Each party holds correct zero sharing sf; {x)

== siy (x) =0

= Gome party P holds a different item x'

=> P, holds incorrect zere sharing sh, (x).
== shy () Pshi(x) =0
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sha (x]
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= Purpose: parties agree on
a share of zero if they have common x

= Party P; chooses random seeds k;; and
sendsitto P; (j > i)

= For each x, P, computes share sh; using
PRF F
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= Purpose: parties agree on
a share of zero if they have common x
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* OPPRF ( Oblivious Programmable PRF )
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EEX. €U=(Uq,...uy), (U; <...<uy), BEEABEZEU; = (Ujy, ..., U;mn) :

. for i=0 to m
for i=0 to m .
fu € X, IR 2
uj; =ri;, BEHr; € [1,m] uj; =0
else else
uj =0 uj; _rl] HEFIr,jEHm]
101 102 103 104
X 101 109 103 105
(F_O) U] 0 2 0) 3
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SNFEEQ=(qy,.-.q9). EEX=(X1,...Xy) €Q, BXRLAHA— 1AM = (m,,...,m)) .

Q=(1,2,3,4,5)

1§|JiZIII i P X1=(123)
P2: X2=(2,3,4)
P3: X3=(3,45)

Alice: 1=2

WWFP1: M1= (1, 1, 1, 0, 0)

WFP2: M2= (0, 1, 1, 0, 0)
WFP3: M3= (0, 0, 1, 0, 0)
L =0+0+1+0+0=1

L-t<0, BP&idiH0
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BRER: SELESH Kk, EHERFIEER D k LR RER p, LR Z) B—MERTT 9. n
N 5E P, Py, Py BE—DNEY p (lifted ElGamal []RINE HIEMELERN o™, WM, FilE—
B FEECT R, N, DR p. [FIN, ASCRREESE RN EGE, BT B o HeR
IR G RS R). EN ke Z) ERM P (1= 1,2,--- ,n) BRY, HH K = ¢" mod p, HEE
FAtHkBnf, ﬁﬁ‘ﬂﬂ‘%%n’fﬁﬁ%ﬁ AREIEHRE, AHAAh =]l Kmodp,
e BAXM € Z;, FEdEr, C= (Cl, C;) = (g"modp, pMh"mod p)
BEMRE t = Cfimad p, t= C ‘mod p = Cz‘ : ‘mﬂdp pM =E—mﬂdp

ZINRINETT RS “;’ID‘}%IE.I?E‘E'E . BIE(my).E(my) = E(m; +my)

[46] : Scalable Multi-Party Private Set-Intersection-2017

[ &R



7\7$3 @lﬁl@nﬂﬁ
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(1) PtEHZIMHAK) = (X — x21)...(x = x21m,) . FRREINERC, KIXLP,
(2) PiREIC /R, WTFEANTE x1; € Xy, ESMITEQ (x1), HRELEP,
(3) PUREIQ (x1))5, BE, HAWMBEERESEXT, WRAENMREIES, BURE.

P, A
A z ! i
iﬁﬂ]\ X; =[1,2,3] X1 =234
P : X, = X-l ,...,X-I
1 1= (xT4 m1) Q(z) = a32® + aza” + a2 + ay Q'(X1) =ri*Cy(Xa) + Xy
P,. Xo = (x24,..., X2m2) i

Sq E5 [EE:EENZI:":U]

A [i!-].,I]_ [ii] = £

Dec(Q'(X2)) _{ YT, Xi[i| € Xo
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(1) PATEHZIMRQA(X) = (X — x21)...(x = x2m,) . FFRREINFC, KIXLP,
(2) PiIRZIC,;5. XTFENITE x1; € Xy,
ZSHTTEQ ( x1;), FRTF

E P1
X = :11-2: 3] Xy = :21' 3y d‘]

QEE} — ﬂ;}_:tﬁ + |':L3:L'2 + ey + dy

IOEE F 2

> Q(Xy) =2 Cy(X)

Cy = [es. 2,01, ¢0]
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3) PRIk, HBAFAS SRy 0 e len eo a0 a0
HEER RIETEERERHOHMEIE o oieaa o= [P0 o
=hETRE! TT,Dec(m 40
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[46] : Scalable Multi-Party Private Set-Intersection-2017 Cdy = [cds, cd, cd1, cdy]
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