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Abstract Intelligent edge computing based on federated learning has a wide application prospect in the field of
Internet of things (1oT).However, it is still faced with the dilemma of lacking enough data sources in the current
practice of artificial intelligence. In this context, distributed machine learning aggregates edgedevices’ raw data
into a parameter server for model training, but it easily leads to data privacy leakage and causes excessive storage
overhead.In particular, federated learning (FL) is a distributed machine learning framework that stores data locally,
which can effectively protect the data privacy of edge intelligent nodes.According to client settings, FL can be
classified into twotypes: cross-device FL and cross-silo FL. In cross-deviceFL, a central entity acts as the central
parameter server, which is also theowner of the global model. Meanwhile, the participatingnodesas the clients to
perform local training. In cross-silo FL, all participating nodesact as the clients to perform local training. In
addition, they are also the owners of the global model and can makeuse of the trained global model. In this paper,
we focus on cross-device FL, in which intelligence edge devices can provide model training services by sensing
the raw data from loT devices such as intelligence vehicles, smartphones etc.Most of the existing cross-device FL
implements model aggregation by uploading the intermediate parameters of model training to the parameter server.
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There are two problems in this process. On the one hand, there is privacy leakage of intermediate parameters. The
existing privacy protection schemes usually use differential privacy to addthe noise on intermediate parameters,
but excessive noise will reduce the quality of the global model. On the other hand, the training process of node
self-interest and full autonomy may lead to malicious nodes uploading false parameters or low-quality models,
thus affect the aggregation processesand model quality.In this paper, the centralized parameter server infederated
learning is constructed as a decentralized parameter aggregation chain, and the intermediate parameters of the
model training process recorded on the blockchain as evidence. Moreover, the cooperative nodesare encouraged to
verify the model parametersand punishes the participating nodes who upload false parameters or low-quality
models soasto restrict their self-interest.In view of above challenges, wetakethe model quality as themetricto
dynamically adjust privacy noise of intermediate parameters andpropose afederated adaptive (FedAdp) model
aggregationalgorithm. The prototype developmentand experimental simulations show that the proposed FedAdp
model aggregation algorithm can achieve higher accuracy of aggregation model when occur poisoning attack. By
dynamically adjusting the Laplace random noise, it’s realized the tradeoff between privacy protection and the
accuracy error of the aggregation model. The experiment of blockchain performance confirmed that our scheme
has good practicability. It is proved that the model can not only enhance the mutual trust between the participating
nodes of federated learning, but also prevent the privacy disclosure of intermediate parameters, so as to realize the
federated learning model with enhanced trust and privacy protection.

Key words blockchain; federated learning; intelligent edge computing; differential privacy; consensus
algorithm

Fa)), T 2020 4F 12 H 1 HEA T AR

135l8 BB SIFEF (APP) 0 BAS A5 B 2

FFAESR G DL, AT P 3000 A9 e 4S8 46 20

BEFS2 5] (Federated Learning) P& —FhE
AHLEE - IHESE, S5 HE RS R UR F A Hh 8 |
RRERY, I SR G S I 2 SRR B 1 TR 2
Fo En N TR BELE S B R A AT AR THI I 5 R IR
RIS RS, IR 1
ANKIL 10 4 BT B A RENCER B2 88 2 30 B s
21, T 02 S0 Fh B A Y A i SE B4 A AL
), LT BRAVRT I BIEYME . BEE R SE
BRI BRI G G, B 5 S AR
mRL PR, B Bahih gl
SN T2 S AT R HRTB R S B
A2 BT RAT W B R B R 2 2T, DA ) 24T
M ER A B 2 S SBER E S1E, JE Sk
Bl s, XEEE. RS SRR
REERL G, BOAPE S0 AL R S0 T s

HrafrEsT, BEaGHEChHFER.
2018 4, ERHAmiAT il A EARE R %461) (GDPR)
R RS B4 . 2017 4E 6 H 1 H EFRE AT
(b LN BRI E Y 28 22 429 ) i tH AN A v %
P s, 2019 455 H 28 H, FRIEE X HE
WG BN ZEATE CHdE 22 28 B (TR SR =

T AR T AR R B A, IR, BRI
BAHBEREBENE, HhTArksed. s
LSRR, KETTEMEIEIE T B2
RS, FFT LU e R i il

REARE AR AR RS — B &2 0. Bl
Re R 1) i 38 5 2 51 S A AN, il Facebook
it @ v 51 R RVEEPTGE S, E PRI
Seth—FEE b T Y . i Rl BRI R 1
B R AT e R BR R AL I R b 2k, B R 2L
P F2 40 1 AR Mg P S B RV RS A U
15 RO, Bed A £ 10 TE PR AR R R S s — LR
AR, R I A RO A A DA

IR 27 2] 02 i N TR e i 5 T SEBLEE
AR A BIME, WRIEYIMH R E AR Kairouz 55
NP IR 2 5] 43 %5 % (Cross-device) FIBE T
4 (Cross-silo) BFZEAL, B AEIRE 4R
B R O I S HUIR S5 245, 5 TR GRS )
NS 53 ET L& BB R A& MG
Ho AN FBERFEB WA ], HEARAER
BN GR o B K AN RUET, BEIgReE R e
SRR S B EE ST A AR R S R AT R R



AREEWIAE: T DCREEAFRAA DRI T (5 R 25 S AR 3

B, N T A R AR 2 KR (A1 451 sk gk 4t
ARG B BRI S, 5 A 2N L8% 2% ST A EL,
WFR2E I BAT LR (D 53 S EINZ,
FIEIEEE () HARAH A A, (AP SRR AL
FHih LIRS (3) BAMEMESEIEREG 25
RN REESIE Y TP

5 15 4% B R 2 o) 3 2 HUIR 55 2% AT B A
GREE, AR O SEUIRSS 4 v] Re I S % B I
B H 2 AN R A SRR RS 5. thh, &
OSSR SG23E2 53 M 5S8R S% 8 2 A7
fERREAREAYREE, S8 7 HdE R oS AL
B AT R, O SERH LR
J7 IR S A, ey b, @i e
NGB R A TILL S SIS T H— TRk
1T. SR, DA PSS ST BRALRY 7 SR AT A7 7E A
T e

(1) FESEEEFAEEER: TR ) T A
HOR AT 5| RS PR B T 2 1) R, (H ATV SR AEAE
S H o Bafh it g, IR B R R R, B
A HLas 2 ST B i ) Bt e O R g
#I8 (Inference attack). J5 7%k (Backdoor
attacks) M. B X7 (Linkability attack) P, #%
H It (Poisoning attack) P47 R wl ot o 1] 2
O FE B BB AT AR SR A, It EE 2 5
AR B U R

() HRAEBHEERBE: ERMEES RS,
R I RN SRS B 55 5T
mibel, 5, SRURSS BT A Bt R S0, i
RLREASR S B R 45 5 = TSRS AN S s A,
5 ST AR, TRESRIEE RS
REIERE SOTRE, fAERBIEEIT A,

K 1 s, Ak AL B BRIEEEE = A5
BEBFRR, 3 BB R R 5] g As
FE, EEEGEREET, A B TEHAHIEIE,
HEBINEREAST I, RIS HUR S 8338 e (] n 2%
4. BHRSBHITRB RS L, KBSHORIA
4 AL BHHTH B R, SRS A WS T
FEE EHRIS. T REd, Rk B #EA2%
BUd SRR R AR RN, hT A
FIMEE e, ik B ABHETHEZES 5%, H
Py R NG SE 7 PSR B W £ S 228 B2 ]
RS, X PR E DUR 2 R SRR 45 4% R A
Rhro Mah, EPATHR A HIE R I AR A o DA
WA IR, AT RS 2 STHME DI R 3R

-

SRS 2%
é?/rﬁ&”%%%:izt
A 5 &
M o

SR I T T

SHULH I T T

i RS E I Y|
=Mk B

Al A

o

A H R

A BN

A BRIl & SR g% RRRRE |

Bl 1 257 fR AR SRR DR A TS I S8R SS9

LR ERTR, N T RS A B o) R 2 4
FaRAtE LA 2 07 BAB MR, A 0¥ Ot 241
MRS 2t v L LIS ECR A8, b3 50
5T 05 KO M S5 AE B X e, i IR
SRR E AT SERAE B ER S, SR
R MR G SHUR A4 %5 57 sl TR
R MIEEARE S RS S B R AR
H, BRIEERKERSH R E, WAt ER
AR, TR EKg, AETE
A TR P 22 43 KR S D63 25 =1 v i) 2 5407
FaRARY o BT UMEE 72D S E0d T L X B Y
JR B VP 45 BT SRIGE, B b E AT N, (A
I I T A2 I B 5 {5 25 VT 4 A T O B ISR 5K
HEE, RS REA 2 E sh iR FIEAT .

5 A B8 T X HUEE BB 7 ) () TAEAR L,
AL EETTHRIAGN N

(1) BENHERRE GRAR: AU
J# (Cross Entropy) PUAgiim i & iE i, &
TR i T R UHE A R B R AR A
REEE ik, BT 20 R RT IS ) i
ST, FRAE A BT B VP4 45 SRAE (8] S 5O Al
BRI FIFEEE R BT (Laplace) Pl s, [y
b Hp ] S0 A i e itk 8 AN 50 B AL

(2) XBHERSH G FIH X PEE
Z R EATE M, SRR S HO T UMEE &
FdTh, ARORAE R AR RS S EAT
N ASCHE T S TTEREEIER] (Proofofcontribution,



4 THEMLFR

PoC) HLiRBYE, BEAK R DUmk B 17 s 2L 20 e
TR BHEIR SR, RTINS S AP

(3) IRBREHRERAGTE: Hiic AR
TF X BBk B 27 =) T AP0 o g eI 2 5]
Ry SO (Peer-to-Peer) [RIIX Hustshty, A
SOKE X YRR 2 ) o 2, @& TR
RENZIT HIp SRR BIRE ] . Hoh, XEEEEN
PRV A 518, W BE A L SEBUBR A S 501 1 B
WAL E R AR, FS T O SRS s =
Wi Gt w2 XK . R il Gt 5 AR
T S A M B AL 2R S HCE B, 0 75 AR H X B
A T W (0 B0 TU A AR R v 38 A P4

(4 PiEEHS5ZEMEM T AH MNIST Al
CIFAR-10 ¥iffifE, LT Hi bl 2 o Fa il Mk 78
7 5 B AN 5 5 Eh A BR AL R A 5450, MLP 55 CNIN
BRI ZR A HERR S LA oL B AU 7 s,
20 R B8 MR R A BV AR R . R
PythonFlask #& % X HesE 1 &, NI 2 2] e fit &
ORI R A RS . KESEIRY, M58
18 A RS AT IC T 2 S BRI 5, TSI I T 43
S AT, U AR B (1 s F

2 HHxT1E

2.1 BRFBF SIHIBRFARIP

R~ > B 4 Google #& HH FH - F P i N\ v
T, R FHLR G TEA R TR 255 1% S50
AR Z RS AT R R, BRI )
bR R B R B AT S AHE, (EA A ] R kR
Befh. Shmatiko?®4 A $i i B 2 ST M &, R B
BRI Zrod A2 mT R Be 0% 2] BIA 8 T2 2 B AR
B EE . Melis M7%5 N3 b 90 2t o 90 e [
JiE T R 3R I SR B O BURME . Hitaj o4 A 45
B A Rk 6 Pt 4% ( Generative  Adversarial
Network, GAN) 1] L2z 2] B 2 7 AR 5 5
) B ZA5 H . Orekondy™2%5 A\ & 8 i B 2 o
Al LLAS B A R RSB R A R EE AR R AIE
Dillenberger®45 A\ isf 16 T BEFS 2 3] fy 22 4l B, #b
H B3 00T AR AR R IR S5 A RO T KT 2 B
AMES 5y 52 B 28 Bite, 1 HLAFAE 3 B Ak 75 X
o

A RBIR ) SRR R 7 R B
#y K&, (Differential Privacy, DP), [\ &%
(Homomorphic Encryption, HE) fll%4£J7itH

(Secure Multi-party Computation, SMC) 2, {H[#]

AN 242 T E T %S B £ 7 (G
THD W P BB OR300 1) A, T 22 4 R AL M e S M /) o
Shokrit® A #1222 7 B fL 7T OB B 2 50t 3h 5
FE4r, AH R AR R R R R I PR, BT
% 5 U/ (B R S S AW 5 . Choudhury™Y
GNP TEBHL S 1) BN SRR & =
BaFARI V2, 1% 1 B IR SR AU B KA S A
RIMERESETE, [FIRSCRE GDPR Al HIPAA A SR ER
() B A 2 59« Aonol25 A 12 SR P02 ) 265 2 £
PIRFE S IR R, HRAEES 53 M
SRR 1 . Bagdasaryant®VsE AT 5t R AN I 52
12577 o fe IRARBE 3 % 2] A A it & .
TruexPUE )l 22 3 Rl 5 %2 e 2 5 g S,
WELE ORI BB OL T, B 25 75 I 39 N os b
WA NG, [RIB CRAE IR as SR mT {5 M .
HybridAlphal®*L & — % I 3 T Zh e % (1 2 4 %
TR A ST H, SEBRERE HybridAlpha 7] LA
D2 68% HIYIZRI 1H], IRl 92% B A4
&, B SRS I R 5 SR TR PR 2 v fff 2
FaFAIRI I -

2.2 BTRXREMNBRIBEF S AR

I e 13O0 386 3ot 2 R AR I 0 250388 R F
Ferp A oA s AS, I B8 A 20 S B Rl
W E S TIEAS 5, AP 2 tho Ak BeE SE 2 1 A
IR AR AN AT B AR5 A BEIR 2 3] 5 X g
WEFCA, — AN BT ) 5N X Bt SR At gl I 2
253 A RS THEHESE, WG58 T sl BAS 5
RAEBRE e 5] N X HuEE R F 2R K a1 R D)
TS 25 o v 1 AU B A L@ F (0 i AT
WREPEREL S 2) S 5EIRY I ST B LE
B 1 ml g TR Bk = A B A BB ML sk T e A 1 A
AT, DXHUEE 5NN AT CAAT R0 Pt il

HAp, O S 206 X o MR 2 5] 45
Ay DRI 2 > N 3ok R ) B 22 4 i)
R BB ST B U Ak 2 BIR 55 B A7 A PR
MACE RIS, HAhS 577 50k ok 3k A R A
M, FLChainP8H 1% F [X B e B A A 5L 240110 =)
R SHE T 5, Wt T — AT X HUE o0t
R 2 BRI 7 ST Ry, A SR A DR T R AR
HER (Merkle Patricia Tree, MPT) Z5HJ7FE N X Hr
it . AwanPN \HR YT — N EET X U Y B R R
MEZE, R T 258 ML, HRANE



AREEWIAE: T DCREEAFRAA DRI T (5 R 25 S AR 5

ARRARAEARFSAL, (BT E S BUIR ST A5 55 R AL
AR . BAFFLE MOV 2 U A IR 1 B A 20K B
HRFR 2 21 b R SR B R S HUE R4S, il 4
RZ R AR R, Gl GV AR
SN T SR RE . FL-Block MU — ik T [X B
OB 2 51 07 58 S ISR 0 Al e 7 RR PRI IX
b e, ) ) A B R B L R 4 9 4 R
I — e . KimU 28 JOKE X B 51 NI 2 5T fif vk
HRURBLR R, IR T B X R R . (H
T IS HBR R Zhaol* 14 AR HUKE 3T 7%
WA 2 RGN T sl &t 5, IF5IANZED
ALK LRI % T UG B . 2 KB EIRIN A 7]
DT e T IX B AN 2 S i A AR 9F HAR
F4IFIR, b EdE IBM', K45, BEORE, B
AWTTURZ B0 T WA R0 A SR A R e, LA
LB AR BRI ZRrp (0 2 SRR 5 2 T4k

2.3 BT XREBHVEIBE I 75 A TTRRE A

EIE MBS 2= 2], BS54 miil g 2%
(A M £ 0 A 8 01 BR R S 5 E I 25
R, (HX SRS, i, fERFEE
JT A, R B AU IR ME SR B P ) =
SRR, BT AR R R BB, K2 ERBEA 3
ZRRNERNESEG . tesh, BdRIE 7w Lk
K BT 6 T AR S 5T S

B W7 E0F X B N TR 2 I 2 5
W, HTRATN AN SRS AF
1 . Deepchaint™ L — N3 T+ [X e I3l F VR B 27 =
PEZE, I FH X el 025 A5 2 S T B AL PR 1) 4 A
IR 2] . @it Deepcoin F & % 2 K il 2 577 %
BRI YIGRTTR, DA i S 5 ISR . th4h,
Deepchain 181 G A 249 SEIL H 340 I A 2 A2
HOAIE LA B3 £ A P4 o Kang ™45 A48 1 T —
P T XU (S 2 E VA S T &, R 2 A
F AT S 5 p B E I R B
WSROI I R S 5 5 IR RS B
DP-AFL" & — il il T 22 T IR [ 53 20 T 8 o ST 450
%, R AR50 T3 5 Sk e DA B R
22 A . KimBPSIEE A AR 7E Bk = A R8RS it
BT LN B8 T REAFAEIR I ATy, DRI SR [X B
W28 AT AE SR FE R IR S A R, AN sEAT
N T ARSI Lu™" 2% AR ARt

1 https://github.com/IBM/federated-learning-lib
2 https://github.com/microsoft/OxDeCA10B

WG I 2 2] T s M A X HRBE N 4%, I 2 3 B
UL T R R R ILE T R, R — R T
R R B IEH] (ProofofQuilty, PoQ) ff)IX Bk 4tin
SRR T BRART sh EEHR RS, (%7 R AT
DL o 45 25 Boh DL T s AT

TECAWR AR B, FRATHE X Bl /E i
REHHEIE, CRREILEN NS5, R
BAL St 2k 5 g sk B E 20 2 G R A
MR ARCE, R RA SR EME. Bl
T iz 3 bz 37 ML £ 2 0 B R SIZ BB 8 2 ST 1 e (i)
FEEEZ B S BARY o WIT T s DT iR 1
FREE, BT AT E R IEIT, TS 580K
PEAIXS A AR 2 (1) DT Rk

F T X PR 1) AT A IS 2% S5 R (1 B 5 AR
W 2 FioR . BB 5] i o A s s Y 3|
Y. HIENATIREG . FRA T RN A% S I BRFA OR
PEEE N ERL G XHUEER 5% 2 o X B b
FFE SRR SR, RUE SO AN AT B ORI AT 38
P, FFE I AR A LISE IS 53T S A
PSS T ER E SN R A BT X P 1 R A
TR AT (5 B 2 3T S E0HE 3K 30 1R A 1 1 A 28 0
M55 5 MRk%, F sS40 8 APL £ R AT
Dy 0] 55 T X B R B 3 A ) 4 At 1 22 4 Wl AE a
BRSS . R TAB A, FAREI RS (DaasS)
A DM BRI A 7 B A, R R
JEWITETEMN A, FRARA IS P A B AR 2 (4 N
BRAS KB 2 5 T 3 LB RA GRFP  mT {5 A5 R
P i 22 Gy

HAEHIRS (Daas)

HARUHR B i | mwsen ) semn || amen |

H 255 1 ? A5

X EREERDIR 55 (BaaS)

miganz | aawnnes || aansuen || aawesien

sl | e || asmsoe | smmnoc

J
J
%ﬁWﬁW%[%HﬁﬁEE%][mﬁ%%ﬁﬁ#][@mm%ﬂﬁ%]
ez | remrns || cospmi [ mminwian |

J J

st | o | nesnsatan [ mende i

HAEME R4 (Data Value Fusion)

[ srspoming || msspoere || wrmres |
BHE S 2
|

g || wengane || swssei |




6 TR

2 FEF X B i BERA LR P IR 2 S A BB 5 2844 1
3 & IR

A X PR N E R SHOL T 6, il
SKAHIN ZRI) P 1R 6 BE S HORI gk, Rl X
BB SHUT R Re A A SEIBIR IR G, B
R DA SR S5 R R B B S A S K.
T BRI 2 S B A I AR T 2 5 A B
5 AR DR RS AN R, BRATE ST HdE
AR A I SR/, Hcdle 75 W B 20 R O 22 B 3t
Sk o s A0 K 7 2 44 BOR BT 1R By B AR SR A
(A A LS P AT N o

3.1 HEREA

& G BRFR 5 21 @ 2 5 1 AR H B A 7RI
GPBGE RN, K, 2597 0P AR
MEEFEA T, MNARMEYE B A 22 IBH
HOM I 2 B S5 2% 1 5r A IR S e 2
HOV A R . AT 45 H AR s 80aT s Sl
N
> wiF () #(D)
k=1

Hoofr, NGB ST VIR A, B
AT A E R, w00 R 45
B, 2w, =20 HYXN_jw,=1. F,(m)ill
e O T AR H AR VI 2R R m I 2 56 XU
T HAR EABRAR SIS, S5 AR A s
B X L. Y— MR MR 2 5 28
FRE SRR A, 2 A RRME — 1) o0 A S bR
(DID) fAiBfEsE L, RIS CRATEC I B US4
ALREEE )81 . 2870, K/, Hash 25, it & X
S5 L& 200 R AE T Al 7 X Bt L,
HARRAZ 5T SN S 0a s S, ERFCE
SCAESH, B MPT REVSEAT B0 A7 i 5 0A0E

x1 XHFSHEL

Trylrl;n F(m),F(m) =

5 fihik

pkp™ 2 5795 5 P Ith A FTHbEE
skp 2575 P %4

9i A UIZRNAL i 1 2B P 8
q R IR A PN

Zg {1,2,...,0-1}

Gy YRS GLil

H, Proh 221 hash % 1
H, BLrF e hash B %Y 2

FRUE NG BT, BB SIE S5 kAT 75 BT
BB 2R/ N ST . 1 e IR ST 75 B
Pl BIRAE 2, RGO C R BRI A H B
B, A TRIEZ S5 AR A1, A3
fti % Deepchaint™ %l £y 2N £H ik 3047 B4 n 35
P AL B R

pkb™ € (g%, g5, .., gn'? J#(2)

B4 aP EIBHIE Tokp € 2, I HAR
A AMNEGT € Gy, i€ [1,n]. B 5T AP
Bl %" datap,, I D A S bk php ™ #EAT N
%, IEIRERRN:

pkgisu (datapi) — {<gH1(datapi)' 01'131

) , datakey} 3)

Hi(datap.)
Hl(dataj ) ¢
s.t. o Py

ip, = (Hz(f) g
Hobidatap it Hash 325005 T LA L4506
St FE P M EEEEL, Frdatap S BRI X R

i1, datey, (RIS KIHMAE, o, Hidate,

2 hash 5433, datay,, KEBEEFHEEHS
HUER, IR AR B I ZR AR AR AR

BRI 2 21 H R A M 5 22— 2 PR AR A L )
S3Ai (Non-11D) S5 B RE AR JE i 5 i
MRS 5 O GE H AR Z 7 K ek 3T U
ke DRIk, BRFR=ASIIFA6 2 il 75 22 A s L SRR
RUEE R BRI . RATH B TE S5 A
AR 0 25 5 4fs 75 0 b i datay,, 181 SCAR S R 5L
Word2Vec®! 53 Ay AS [ A I R4, ()4 P45 AR
& HERARLL. g fEd, BT YR —
HKHElog(D), SRR BARA A s FERIN, 5
ROE SRR A H G, AnULRe R i FE AR A A R L%
R E, TR A A

FEXREPUTHR R G FEL RS, # R
AN 22 Ja K o T8 B 2 4 b A% 2 IX B I 2%
FEFERY AT R ARG, B RS nK
BOR A AR I S AR A Rl Bk . 2511k
TR B AR 2 5 )RR RS I R AL ) B
PR AT R PR A0 AE, PMETT SR B 5 A
BRI, FRR IR 4 SR N B 25 44 Ja AT
k. BAEZ R AR S HOE N B IE N R G
BT AR G B  m, , i XHURE R 25 i 3275



AREEWIAE: T DCREEAFRAA DRI T (5 R 25 S AR 7

AR N ZRH TS 55 /L, JHIREAT T —
LiSIE e e AV

3.2 BIBEEIH

BE R 22 21 I i 72 o 75 22 2 SR YR A0 3k 47 B
AL, I S S U AR TR A R 1 M A
%, RIELMEEEIRER, HORERBHCITHT
rERIEEPOSIEEE, FILnRE A s
FRALE I DTk BE VR AR, TSR & S B
B ENTTHE, IR SK L7 1A o AR R 1 5
N, RIS ATVE AR 2 A~ Be Ak Ps . FRATTE
SRt B A5 S0 I AH S & T S .

EX 1. (BT T4heErfdEiED,
Hedlie CADF I —KdkrdE= T4, Wtcr
Ht # 0,

EX 2. (TEEE) THEETup —RSTT
Attt JWES. B, TdESREHE
DHIAEZF4E, BlTup € DHTup # 0. JuHEART]
PLEHAREN TR U SRR S .

EX 3. (BHBEEEME BUREEH2EEIRE R
s E PR, TPl E RN STHESER
&, CHESRERBEEN RN XT—
B nAr eSS, HAS BRI H g 1€ SN

Hing (Tup) = = ) p(t) log, p(t) #(4)

t;€Tup
o, p(t) 2o e, L2 B pR AL, b2 XS EL
PRECHIIE, Hb =20, (5 R EME &SRS s
(Bit), BME B HEUE AL
Bk Ah, ST R B A T AR B
B, BT REARECE A BRAR M A F 5 LR %
B, DRI AT DASRFH G 11 bR AR M 5 8 i Sl Ay B0 45
MHEBEENEEMH. N T ELMHIEEx =
{1, %2, %}, WIRE MR EEREZp(x), H
i vH 25 FE R D (t,) 5 X
1 n
p(t;) = n ¢(x — x;, h) #(5)
i=1
Hg 2% ORE, et A&, AT RS
W ek BUVE N R
zlo 1z

#(z,h) = onZ

T exp <— ) #(6)
(2m)zhd||o||2

Hrp, z2 BRERdAERENLIA &, o2 Z R

3.3 Emh#NEI

W22 210 R 2 A EMSL S 5T, i —
NG ELRTBUB LA R T AP TR g, AR
IR RS . EE BANRIIGOLN, WU
B % o & OE 2 S AN EE 1 Cindividual
Rationality , IR ) 5 ¥ Jih #1 & ( Incentive
Compatibility, 1C), PL#TRZ 51 515 2 78 73 Uil
B3, W ST AN 2 5 4 IG5 H AR A ST
R, AT S A B M RIS 2 =)
PAFLL R SRR R i & . A, P&
I AR BRI AL G G, S 5 R,
AL — B I SRR (P) . T RS 5L
F2 B A T AT I o 2 A A B R A B
BEIFE . Bk, 255 8P S kU () X
LUNE

T
U = R + ) (@(Me) = @.(Mp,) = C.P) #(7)

b, TR BIAGEAEL, Q.(Mg) R & B )
BAREG Z G R RE, Q,(Mp, ) 28T M
WA T &, C.(Py) R Ec ISR FE Y
P BIEIH. B T ANEE R, 25840 A
RO R AR, BIU(P,) = 0.
B, B 20 2 5795 SOOI LI ) H B e
AT LLsE X
Ur(P) =

argmax  U(P,)#(8)

my  €{m;(t):t<T}

s.t. VP, € P,k € (1,2, ..., N)

TRRD ML 75 22 ORUE 22 5715 SR — Bk S R
P — R e R R Y i R P T S 5
LTIk e A IR B i i, DRI R 22
Z: 575 RUR AT e A At o A 2 . TR
R AR 5 2 5 RS 5 AR R,
BT BT RO SR H b SR HLA AT A3 D
Z 5 SRR, I HREARYE T A oT R IR RO
R, T U A2

EEARAE R A B2 R, BURALE B H b2 ik )
M RFERMRIRLE, NS5 B EAPIRES
B8 SR IR 2 5otk . ks S
R P AR GOd R R I sTEk R C (P) 5 R
Wtk 2 JE B BL i 22 BN R (P) R E A&
AR, TS RS AL 2AH . Y
I, 259 b i@ flwelfare (P2 :



8 TR

N
> REO - P
k=0

s.t.C(P) = 0 C(P)#(9)
S, SRR (PR STRIEC (P, Tk
R 4 SRS . TR C (P,
B R AR TORIEC) () {ERTIR
TFA i (Pe) LA BB B BB RIS Co (Py). o4t
RS 3 AR (5 i g (P ) 54 A
SRS  HEG, BT, o MRUES AL B
R I P SR A B 0 (M, )
ST, I 0P e BRI SR T

welfare(P) =

C(Py) = Cp(Py) + Cr(Py) + Co(Py)
= aCy+Hpnq (di ) + Cr(P) +Q(Mp,) (10)

AR PRI R 2@ CPU YR FERE
AT . ARG AS HO AR R 25 R b UG A N B
PEREA B KM, CPU JEIASZE A f,, WY 5P,
— YR MR AR ) CPU BRI RETT LAE AP,

Cr(Pe) = Jcysifi#(11)
Horh, CRT SIS A ARA MR ESH, o
PAT— AN EARFEARFT T 09 CPU BB, s, & A H
IZRAT 75 AR A A K/

U S ORI I T SR I AT S R R B
W, S5 S R ENE N A S 5 YT
HSEAT N W% AT 9 BA B EAT AR I B
SR TTIIT A AE 21 F A HUASE B )1 2 b ) T s B SR I
B S 545 55 P S RIS NP, (Py) » 19 25 H
U AT N E IE MR A P, (P), 575 AN
SEIER NP, (P,) = Pr,(Py) - (1 — Pr.(P,)) » 1
FORILAT ST S B & 7R 4 4
B4, HIUGT mUP TR I ZRI AR b 2 I B Al %
RAHEER N

Pro(P) = R(PO(1 = Prc(P)) = f - Princ (Pi)
= C(P)(Pr.(Py) + Pr,(Pr) )(12)

Zx 5795 ST TR SE AR IS I 2 0 R e 2 5
ARG, HhisEEEe . BR(P) T4, TR 2
fo/R(Py) > (1 — Pryc (P)) /Py (P) 56 14 T I B
KAN LA e 1.

T LWRWFELS,/RP) > (1 - Pr.(P))/
Pry(P), HHPr,(P) =Pr,(P)-(1-6), W=
HHE RIS R E L N0, RITRSEE NG

WM. HPR/(Py) < 6, RNR—8E, 240 =0,
FAEWPY, (P,) < 0.

Pr.(P) = R(PO(1 = Prye'(P)) = f, * Pric (P
—C(P) * (Pr./(P) + Pr,/(P))
<0

Hif, /R(P) > (1 = Pryc'(P))/Pric’ (Py)
W Pr.(P)/R(P) = (1—Pr,.'(P)) — £, /R(P) -
Prye(P) — C(P) = (Pr./(P) + Pr,/(P)) <
—C(Py) * (P./(P) + Pr,/(Py) )
HCPy)~ Pr./(P)5Pr/(P) ARG, A75:
Pr./(P,) <0

iF B

3.4 E5HEF

#/y W4 F, (Differential privacy , DP) PlarL)
PR R W HERR 2R 5L S ORI B AL, — &
BRI T BB ATL A P P 8L s A o SR A6 4
RIS I 253 A v PR Ahs 52 90 A% A 2 b T e
BHAERSAL, ZE 0 BaALIE TR B2 S M S L AL
A, AHh 2243 FafL (Local differential privacy
LDP) [OVAT SR A st I ik R O B AL FR4 . NI
TGO ZE Sy BaRL, LDP JSyE SR I i /2
MBSART, R T AMER =0, IEH TR
H R A SR B AR W Bt o, R LDP SES& A TS
b SRR . ZE ORI HIT

TE X 4. (E5 BT B A N H AR £ D AN
D' BAA —%EdE AR, RIDAD'| <1, itk
MEE— A0 BB LA SR AT e 22 43 Bafh, D AN
D'YER A IR B S o A OMELLIX 43, B

Pr{A(D) = 0} < e - Pr{A(D’) = 0} #(13)

Hr, e> 0RZESRATE, RATER,
DU 384 g PR O, BRRA DRI O R, B T R
FRAR . Z2 57 BRL T R I VR SR, 2l 7
IR A PSR I AT 4 A

EX 5. (FHIEEM X THIEED FnAFEdL
WHIE{A Y i € [L,n], WA (D) Le 7 FaAh,
M{AE D BRI 554G L X € 7257 B Fh o
R Z AL F AR AR —HdE 5 B, Sk
AL - BRARL TR 2 A

EX 6. FHTHEEM) BHIEED 7 Bin > HA
MR HES{D), i € [1,n], BNESDHINEH—
BEHLAR{A ) 1 € [1,n], WRA B Le 7T FEaAL,
W {AITED F ) I-AT 7 5120 4535 JE maxie,) 2 47 Ba
o RUZANEEEHT MR ERI AL FE



AREEWIAE: T DCREEAFRAA DRI T (5 R 25 S AR 9

R, SRR AL TR S & B RA TR R B B
EX 7. (WFESBRIL) F T 582 B FA T
SEHPE, Dwork®®IE 22 43 Bl & SCH S InRA sth IS,
SR FA A58/ (R B ORA T 75 380 B8 3 1) B R DR
Pr{A(D) = 0} < e€-Pr{A(D’) = 0} + 6#(14)
EX 8. (&F/EURE) X TE =17 &3
f(D):D » R4, f(D)WI4& RBBURFEAf5s 52 SLANTR :

Afas = maxllf(D) - F(D)Il; #(15)
s.t. |DAD'| <1
G JR TRUR S 2 ) R KL A Bt S D 5 AR /R L
HAED TN £ (D) 5 £ (D) L 1Al i K2 i iR
4RI R W R B f ARG, SO ) 7T M) bR
B AE — X AH AT 5 4 D AN D' A ) B e K AR AT
il f(D)4 R BUR B, LA R R TS e 1%
DL, SO0 ok
EX 9. (FHEBGRAED X T4 & 1A ok 5L
f(D):D — RY, f(D)WIREBURFEAS, g LUWTR
Afys = max|If (D) = f (D)l ##(16)
s.t. |DAD'| <1
Jrd B R 2 2 ) bR K f R AR B s SR D A i I
fD)YSF(DNY IR KSR, JRMEURES
HAEED IS, [ F 2 25 60 bR A5 f 7E. D 2 I e K
HIAR AL TG .
EX 10, (FREREHE]D X TAE R R
F(D):D - RY, BaRELIEMi e sy bath, ]

M(D) = f(D)+< Lap (u,b - g) > #(17)

H, Lap()ZFERHMES, w, bsralE Laplace
P I A e N

4 AEERFE IRBR S SRFAKRIP

4.1 KRR 2R

4 o A LA I FER T A S 57 5
A M B W TE O IR 25 3 B HAT R )1 25
WS 27 2] W] UK B4 R B AE 2 5 7 RO EAT 71
A ML 2E 2], IRk 18 b 1 A HL 250 1) B FA T
. MBEHBAEIMNDNSSEN SE XN
P ={P, Py, Py}, XIT AP, HAM IR

PR, = ((x1, y1), (e, ¥2), -+ (X, 7030 Ferhio f
MINSHL y Rt . B S 51
FREHORSE R SUHD =U ;o TS 5% P A
IR B8 my, = (my, my, -+ m,, ), B3]
WO Y25 0 B R 3 B A TR I 4 A M, =
b (x1), B 5 7 2 505 SRR 5 D (95K
BL(MG)BAN e 5 2P T M b 2 d 451 2% B 8
RS

) 1 )

b () = g 2, 0w (<)) #19)
Hort fi (i, (1), ;) 72 B 7 25 (5, ;) B T LR
o, (X)) IR R B 2 5715 1P TET SRR 72
HHI 25 B bR 7E BRFA PRI 25 1F R St Ak A b 52 7Y
Ry, () A3 AR R R B, B

Ry, (x1) = in L (hy, (x'))#(19

G0 =, Emin b () #09)

s.t.  Pr(m € Ry) < e€Pr(m', € Ry)

VP, € P,k € (12, ...,N)
Hm, () 21E t SN AT S EE, T 33
BOoE kAR B KM . Pr(mg €Ry) <
e€ Pr(m’y € Ry) 2 S Hum, M2 Bafh &1+

W5 AR Hb I SRR BE DL BR BE R B B IR

(Stochastic Gradient Descent, SGD) Fi - fic/ME5
KR % SGD ] LATE H b bR FUHH S5 (15 77 1) 56 57
ZE U SEI B MBAR R B, PR T A
R

0L (b, ()
L (1) = o))

XTI P AE t BRI R, S HOE B
A LLRE SUN:

m () = m(t =1 + @ - VL (hy, (x1)) #(21)
Horp, a,RERAMEEER DK, B3R

(learning rate), ik [a) 453 2k eR EOAR I B 7 H) 7%
Bl T AS B E IR ) e e 5 5
4.2 PoC #iRE%

TERRIR 2 SR A 5 45 b e P 75 8 X B 4 05
M2 )5 FERIRAE, ARTTENE R IR e 40
T 5 . TYEREY (Proofof Work, Pow)
AMUSHFEREN S E S, AR TRERDLET

#(20)



10 TR

EZ 5. P RGESIEY (ProofofStake, PoS) "
HATEL T ST U R MR, WRSSS5T A
MIFEAE AT N o ARSI T B ) 2745 s eI
g5, TR —FOE R T PO I B R A IR EE
—— i S TTEREEER (Proofof Contribution, PoC),
AL BEAR T 75 s T ST, i BT T AP

PoC iR EE AT s TE LRI A] . A HAS R
5 B0 DT R T = AT Tk T 4 X B IR AR
WAL o T FH 1 ATE RIS ST BB o 4 DT R B 0A A 3
W, AT LA G b F X B s SRR (S
BHUE, AT LR otk T 2, RIESE
RN MR X S 10 K 1 Sk Req
AR5 [X LR o 285 v o1 et 1Y) BT Ak FEE 32 5 IX e o
AT BB TN, ERE TR K
(5 RAE NS K Pregaer TRICZ ZRIKTE R, IF A7
TORE R SEOR A, BT X HUEE T AR E 46 TR
fEoc, BidiEENES S5 ) HH TR .

FE LRI (B VR 75 ST 4G DT sk 2 O C VP4l (1) 32 22
SRR X Bk R G AR @ e 2 BIE T AR
MIRCIA, BT AR Mk A S5 X bt R4
BE B AT i . AR T (0 TE LR TR DT Rk
(Online Contribution, OC) AR T

0C = Blog(T;— T, — Torp)#(22)
Hrh OC 27 s MTELeTTmkA : pAETELRET (1] R AL,
5 Il 7E 2R S TR) TRk FE I EL B, T A2 B DX B () i
JE— XN AR T, BT R — IIAIX
HOBE 2 (R TR T, A2 757 AR 2R ] B o

Z I 2 SRR o PP A 1) T BRI 2 A
MY 2R 2 P (1958 X5 (Cross Entropy) 23 F T
A S S R R . BRI A
A S5 mA — T 50 UF B8 R & bR
Bt d, = {(x1, y1), (02, ¥2), -+ (e, ¥} WX T
PR 25 B0 (e, y) A2 U H (f (), v) AIE IR 50
i_l‘ﬁ:

HIFGDY) == ) yilogf (x)#(23)

Horp, y AR ERIR N B, f () ORI
PSR . SR (f (), y ) EEE S, MARERA
RTINS A B SR 2R, RV 205
.

HRIR = 5] vh 2 5 3 Py R KA D ik 5 o 22 el £
A5 B Hipg (di)-5 B OBk R €« Bt ot
WA C, HIPFMIRIES 57 R P 5 MM S 5 K1)
s e tErE, B

o ldyl

XY 1di]
i, 25157 15 P, A M 1| SRR 80 K8 Sk P

Cp T BASE S

— ldiel
X 1di]

Cy #(24)

Cp

Z p(&) logy, p(t;) ##(25)
t;€Tup
HEAk, FR4E Shannon"™ $d 5 2 i Ak ik e
SR FE A YT R ) DT R B IE B proo f AT i TR 2
TR (e iR RE0:

Cp
proof ., =0C+p

H(f(x),y,)

R FEFFIRZ J5, BRI ZRdL b oT ik B
(T R T S iR . T R AT A
BRI, AN GIRRH (f (x,), y)) HEETA
YGRS 55, IR A8 2 T dT LA X B
By = {< Hp_y,Hy, t; >
,Tx[my, H(f (x;), y)], proofc}, Hrh<>N a2
KBk, He_RELE—XH@GHE, HyREX
Hefk Merkle #2104 75 18, ¢, AR I 1A BR, T AR RS 5
W2 m AR K P AHBRI G S E, H(f (x), y) AR
RN, my MH(f (x;), y;) LA 5 T Al sk A 5
L, proof ARENT L TTHREEUERH, AR T 21 5Tk A
B HMEFED,,, , BLIZH T4 AL, I P 2
B ¥ & D V5N

#(26)

k #(27)
proof ck
W RP )T REB 4 HAR S 5T ST SRR,
WuE N A EREXHCEk ., MR, #ersa, FERIA
PR S d, W m AT SR
B3k 1. PoC LR
BN FHRATER,, WOAETT A, R T
Bt FrIXHR{Block;}
FOR £ 575 /5P, € P.&timestamp < TDO
IF i = 0THEN
P AHNIZRFE S Himo S H(f (x), vi)
THEILE TR I proof, = OC
ELSE
P AN ZRFF S Him, 5H(f (), vi)
P it E TR IR Proo f . 9t #B),
RSP I IE X LB,
ENDIF
ENDFOR

W MEFEMRAED,,, = 1/Proof,, T4+ 5EMic Ik



AREEWIAE: T DCREEAFRAA DRI T (5 R 25 S AR 11

RETURN{Block; }
43 MEERSSEEIT

N T B IEZ 5 U SR AR B AR 2R
Pk, FAWRL T UMEE RESEH L] L5
ISR, UIGRUME X HRIB R R S 400
B SAMEEE AR 2 . Sl RS ST
ZJ5, B ETEAE A AR EET S SRR
w2, EHHEBIMEE RS HR ISR, N
T A ) 5 00 S5 A P P A b A 28 ol VA 5 2R

FEIE A I SR 1 T2 v B B A 25 T 0 A 2 Jo 2 o
AT LEEX Yt E—250 5, K hTxEfESs s
TRID B S m,, WHIRL(m) BRI,
BI, Tx = {ID,m;,L(m;), t}. N TIRIUEAL 5 K% 4
M, SRS S AP XA B kAT g, A
HSK XA G AT 87254, RN 58 515 R
PKAE(SK; (Tx), PK; )}, HRIEER TR A Y ZRAL iy 3
AT RREATIOAE, BB U RS S S Bt JE A
B SR A R AR 2 8 im, , R ARG E

GiLp, (my YRS T A VI R T

AT mle P17 e 2 I TR 9 T2 S0 56
UESERIFTT SR A DR A USRI B R, 283 3%
PABIE S ) B SRS R L () B T 25

n-1
1
L(Pe) = Lp, (m; )+mZLP,(mz ) #(28)
e

HorbiLp (m; )RS5 P A 4R
Lp,(m; )RV S5 %P, 2 5b 3L £UT 1 DA

HES AR T m SRS B R R

BT PoC LRk, XHUEE 345 SiP ) B 4
HoAh 2 5715 P #EAT HARIGAE,  JFR) A A< B x
B S Hom T H AR KBTI E S S8 F i, #aS
595 f b AR AR AR, SR T RIS A
2o MeAh, IXHURE BB A A FmT DLSR AL 508
W, AWIMLIHRAT A WEEAT A PMET RS
SRR IO I R R R RR B T . (D PMEH L
FE AR B AR Y 22 5 i B AR R G R R & (2)
S5 R 2B SR, R Sd
A TR

4.4 RaSHE SRR
N T SEBA M GRE R PRI ZE D BAL, AR

T LDP RIS L] D A S e R ) e ]
ZHOE IR, TR -

() = me(t =D+ @ (VL (B, (1))

+1/(1 4 e M xdyoy .

<Lap(s/e) > )) (29)
Hh< Lap(s/e) > RArERMERS, s/t /il
B, eEFEATE, Hy (f (), y) AR R B VRAL
AE XN, ARBR /NS AR Joft ey, RN R R
R SHOE RIS . 1/ + e @Y R a5
AAE SR RE, A U I A RN, Sl
H— Aok ik B 2 f5, Bl T R
Yy =1/ + e M@y e 10,1]. T AR
SR N JE NG RFATE 2
R Ne, 2d T ®HERZE, BHRWELR
e=YKe , TEGH t BIERT P RFWE

e =7, 1<st<T, WRRIMTHL A ITe,

UIRIEZ 2 ST o8

Bt oxeh BB S 2 S AR B e R e 0 e ) 2 4
TN TRt R LR 22 7 B R DR BRI T DRI
BT 3 BN A B b B AL T KU o RO
AR T e-Z2 0 Bath, MRIEA I 7270 FAL A
B R T BRI R E D BRALR Y. X T
BARBR R A FE T IR T A, AR B RL T3
Hefrn BT, BT 2RI
ATALE S, RRHE R e + e+ er <€, B
BEIR AL L e- 2 Bl

T3 T A b 72 73 B R X TR 2 25 8807 AR AR
P2, LDP G e A sl SR RL Ry, A K
N EGE N AL P AN BUR I H], AL TS S R
PR/ EE T BB 5 M A R/ R B . PR
FE 5 1) R P 3R 22 I AT A5 R 8 2 R 2B R R TR AN
s P LR P 4 11 X S B0 R R 225 . H T2
P 22 73 B R R 75 43R 72 110 A = 08 5 foe /M B i 4
L L5 2200 Sy A 2 ) B R A I A
ZELF, HBARIANECNd, LDP B Pl ki
WL R 2D R S Edkltik, BRAWEe, 255 M
nA oK, AT A 2 g B AL b i AR TS ik
RAPPORI®™), 1 75 4Jt 2y 7 ke 1 7 4458 22 30 57y

0 (L) J8 T S5 0 47 529,
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45 BENRBEREEXL

X P HE T S B2 5 IR R B A b AR Y
AT R, DA AR G 7 ik E R Bk
HF-¥5 (FederatedAveraging, FedAvg) %, {HE:H
PR AE RN EEES 5 R G RN 4R
B Jo R BRI v . ASCHE T FedAvg 124 T HIE
A Y B8 A 5190 (Federated AdaptiveAveraging
FedAdp), R Y i & PP-fily 45 IR DL T A7 D
R A R E VT - T B R SR SR, B
MR EE P TR E ST, AT
KA AR

PR o B VP Al ZEAR SE T AP AR SR iR A H
SRR A e, FRATTR A SURH (f (), vi) K
PP A AR A5 2 o S OB R A SR I AT
L Q; (P ) W LASE XLN:

H; (f (x;), yi)
MRS T IVACIES R

T S 5 AR A R AR A Y o R A
iR, ACRHWEE RS HEH I T 235
Wik, WAPR)HERERESHm S5 T X
H(f(x), y)), WMEET mF A bR 2 85 5 d, 56
UERETY 24, AT 20 SR A B R

B BT B #7495 B Pk A A i
SRAEX PR B, AP ERA R EE R T
DAL —A RIS 05 S(P ) KRB R

1
S(P) = Zm /T#(31)

t=1

#(30)

Hrp, TR RPS SHEMEG IR, Q(P)AZAT
RPAES 5T R G X BREE Bl R E
PGB, JAT TGS (POE T RIP AEIRIR S ST R K
PSR BAHEEME, BRI R E 55 57
RIEFE IR o

Zt, BENMEMRE A PR E T
SRR R USRS N :

N
1
mg(©) = mg(t = 1)+ 3> SP - (P - My (8) #(32)
k=1

Hr, N 22 5HRMEGH /A Q; (PR RP,
TE 55 LR 5 G v A i B AR ) 07 = VA B
S(P )T P P SR E V3

AWM me ()38 BISCEUTR 2 A 52 Zmg (£) 1Y
A2 I/ 105 ¥ E B Hy BOS AR BOL 2 0K
IEAREBET, B

M; « mg(£)#(33)
s.t. Hmi(@®)) <Hp |t=T
Bik2 HEMNBERRSEGESZ.
BiN: BRI AT RReq, 5T AP, ERRE
Bt ARUIGEAEM,
WHILE H(mg(t)) = Hr& t < TDO
FOR Z 51 xip; € PDO
P A ZRA5E R I ey, (¢)
P AR R Lp, (T () )
IR S My, () 5K Lp, (e () )
PMET RLB ZHCH T IF) L (Py)
PME RLB BEAT S HOE Hrme (t)

ENDFOR
PMETT AP ARAT PoC EIRIFICIK

ENDWHILE

RETURNM,,

5 SLIw A KT ie

A2 H AL FE T Python (V3.6.10)  PyTorch
(V0.4.1) SEIRERFH S I U E AR I 25, 8 45
FEWARA 22 95 s 0 A0 IFAT U SR o SIS AEH £
i FAILAS 22 2 A gt iz BT S GR AT 55 B Bk
B HHoE g MNISTI#1 CIFAR-1011, MNIST 4,
60000 A Il ZRFE AR 10000 AN W AR A
CIFAR-10 47 50000 /MIZRAEAFT 10000 /Nt
FEA . SE56 I A2 Al i ARG H 34k i MNIST Al
CIFAR-10 ##R4ER LI 5 s, Wil =57
MBI GRS, BRI BOR S TR, A
S K FH BE HLER B R P2 59%  (Stochastic Gradient
Descent, SGD) AU AL AHIAT Y, feh 25 [0 2 55 7
e FH £ 2% &0HL (Multi-Layer Perceptron, MLP) [
FEFIFZ 2% (Convolutional Neural Networks,
CNND PSIE4T 4 R R B AR IR BT SR 50
KR A SCHTH A H IS B R S SR SE I A )R
B ZHf . SB35 Intel (R) Core (TM)
i7-9700 CPU 3.00GHz 16GB RAM, i1k &% N
Windows10. SzEGidFE s IS H0% B LR 2.

R2IUWESHRE

SR BRAIE

¥ Ra, 0.01

SGD #h# 0.5
Laplace 1 B fi#p 0




AREEWIAE: T DCREEAFRAA DRI T (5 R 25 S AR 13

EAEEE NN 64
A MR epochs 5
Wi R ReLU

5.1 FRRARIPRIEER IS JIRBMERE S AT

RSCHRIR S R FA R BB S 51
A RS R Ty H ()6 2 B0 N B 7 T R I
W A Sz El, SEEG A Numpy (V1.15.4) BEHL
N 75 K % (random.laplace) F=A= iy My g s, JH
MBS = 0.2 557 s AR 25015 2
Ka, = 0.01, shESEMomentum = 0.5, ERINEL
LK Nbatch size = 64, ST FE A 1 EE
L5551 100 By, BT A 600 45 MNIST %
A 500 45 CIFAR-10 ¥4, S 5IILTT M0
5% 10, 30, 60. 100, FKXXTEHE MLP 7L
CNN ERIFE A [R] B8 £ T B I SR o 22 15 I 2540
IS

BATE SR = B A& # 2 2 Ay Y
(MLP) #HATECHRZ: SIBIALYIZE, MLP [REE &
64 MHZEIG, BIEERECN ReLU. FATH LT MLP
FEALLE MNIST %045 55 5 CIFAR-10 $idl 45 1 1l k4%
RIS, HSE S5RGBTk
SRR R R AL B, W EL g R A 3 . M
MLP A I 2545 0 (MNIST i 52) 45 B K b, Fdff]
RN 4 R A R A B 3G, IRk 230

g5 MLPHUI ISk (MNIST IR ) 100 - MUPHUISHE G (MNIST R SK)
| >
% *
: " nas N
§ WA Y i v
- LWL RV i s
AN . IRY
Mia S NORI RS 4ol 4
¥ i
3 1
g EBotOgaa0tnaaBaiy i
R0 eeeely g , : :
20 40 60 80 100 20 40 60 80 100

Global Model Epochs Global Model Epochs

CNNHUR U 54 < (MNIST #dii 1) o CNNFRA A6 5 (MNIST #dii )
i ‘ AFET RSO RTAENE A
AnH et Y ‘
2™ *
2 4 b \ iv
= I\ ,V ) ® FoNE
; & PAd (W UAY ¥
1 dii Sy
1 5 \ b
. - & v i + 4
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Background

With the development of mobile communication
technology and intelligent edge devices, recent years have
witnessed rapid development of Intelligent Edge Computing
(IEC), where a large number of novel mobile applications
integrated into our daily life, such as autonomous driving,
intelligent diagnosis, smart cities and so on.In particular,
federated learning (FL)is an effective way to reduce privacy
disclosure risk in the process of data cooperation training,
which is deeply integrated with the emerging technologies
such as blockchain,cloud computing and internetofthings.

However, existing cross-device federated learning still
facessomechallengesincluding  privacy  disclosure  of
intermediate parameters,malicious poisoning attack and so
on.In cross-device federated learning, a centralized server is
needed as a parameter server to perform model aggregation
algorithm, which is also the owner of the global
model.However, the centralized parameter server may
existsingle point failure and malicious attacks. Once the
parameter server is broken, the attacker can obtain and
tamper with the intermediate parameters, that maydecrease
the quality of aggregation model. On the other hand, it’s hard
to avoid a lot of remote data communication between
participating nodes and parameter servers, which leads to the
application limitation of federated learning.

Inviewofabovechallenges, we are motivated to construct
a privacy preserving and trustworthy federated learning
model based on blockchain. Existing work has
adoptedblockchaintoreconstruct the federated learning node
architecture. However, there are still privacy disclosure
ofintermediate parametersand trust issuesamongnodes, which
may lead to low quality aggregation models and even affect
model aggregation process.Moreover,the data redundancy
and communication overhead of blockchain are not suitable
for the participation of lightweight edge nodes.In this
context, we constructed the blockchain and federated

YuanLiping,M.S.candidate. Herresearch interests include

blockchainand privacy protection.

learning hierarchically, which is suitable for the lightweight
edge nodes in the intelligent edge computing scene.In order
to improve the quality and credibility of aggregation model,
we proposedfederated adaptive model aggregation algorithm,
which adoptedmodel cross entropy and historical reputation
value as the metric to adjust aggregation weight.According to
the model quality, Laplacerandom noise is dynamically
adjusted to achieve the trade-off between privacy protection
and model quality error. Moreover, proof ofcontribution
(PoC) consensus algorithm is proposed to reduce computing
resource overhead and incentive higher contribution of
nodes.

Thesimulation results show that the proposedfederated
adaptive model aggregation algorithmcan achievehigher
accuracy of aggregation model when occur poisoning attack.
By dynamically adjusting the laplacerandom noise, the
accuracy error of the aggregation model is reduced. The
experiment of blockchain performance show that the
computational cost, communication cost and storage cost are
small, which confirmed thatour scheme has good
practicability. The introduction of blockchain will not reduce
the credibilityof federated learning processunder certain
conditions, and it will not cause the performance bottleneck
of the whole system.
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